








OCT 19 2007

Mr. John P. Walters, Direclor

Olfice of National Drug Control Policy

Executive OfTice of the President =~
Washington, DC 20503

Dear Mr. Walters:
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We also request that you look into whether Lm\ clulxomn mail 1ecmds ol your agency
maintained on the White House email system were lost or alienated. as has been widely
reported. II Federal records were improperly disposed of, please furnish us with a report
as required under 36 C.F.R. § 1228104 (copy enclosed). We had written to OA
concerning this matter on May 6, 2007 (copy enclosed). However, because OA no longer
handles records management under the FRA for the Federal agencies within EOP, your
agency is now directly responsible for responding to NARA on this matter.

We look forward to working with you. [f you have any questions, please contact
Laurence Brewer, Director, Life Cycle NManagement Division, at orat

Sincerely,

MICHAEL 1. KURTZ
Assistant Archivist for
Rcecords Services — Washington, D.C.

Enclosures
cc: lischer
Hawkins

Official file - NWML/
Reading file - NWML
Reading file - NW

File: 1301-1a Executive Office of the President

S:/correspondence/EOP Drug Control
Dralted by Nashorn/jpc 10/05/07



. Zam Watkins - Fwd: Followup to meeting of 10/11/2007 =~

From: Sam Watkins . ,
To: Fawcett, Sharon; Kuriz, Michael; Morphy, Martha; Smith, Nancy; Stern, GaryM
Date: Mon, Oct 22, 2007 11:58 AM

Subject: Fwd: Followup to meeting of 10/11/2007

Here's what | sent to Theresa Payton as followup to ihe "whiteboard" meeting on the missing email issue.
Just trying to keep everyone posted. Please “hold close," per request of EOP. Thanks

Sam Watkins
Director, Product Management
National Archives & Records Administration

>>> Sam Watkins 10/19/07 9:45 PM >>>
Theresa,

We wanted to thank you for the "whiteboard" session we had last week in which you explained some

. aspects of the methodology and history of collecting emails within the EOP in the current administration.
Bob, Jason, and | certainly have a better understanding of how the process has worked, and what
additional controls you have put in place in the past two years, even if you were not yet in the position to
share with NARA any real specifics on the nature and scope of the alleged WH missing email problem.

We are certainly willing to participate in the analysis of the data related to the "missing emails,” but we are
still trying to figure out how we can help without an understanding of what the "2005 report" says.
Obviously, the report must give some indication that there was g problem, or we woulid not be in this
situation. As we stated in our meeting last week, we would like to be able to review the report, preferably
in its original electronic spreadsheet format, along with any related documentation you have been able to
uncover, so that we can better understand the nature of the problem. Then, when yowhave completed
the new counts of the PSTs, we would be able to compare the original results to the new results.

BTW, has the clearance process completed? Have you been able to finish work on the new tool and start
the counting and analysis process again?

I understand that you have been on leave this week, and | hope you enjoyed some time off. Please let me
know when and how we can review the 2005 report & anything related to it.

Thanks again.

Sam Watkins
Director, Product Management
National Archives & Records Administration

ccC: Baron, Jason; Spangler, Robert

. ¥

*
o i



Page 1 of 1

From: ~ Crippen, Susan M.

Sent: Monday, January 23, 2006 1:19 PM
To: McDevitt, Steven; Borrego, Jaime
Ce:  Reynolds, William D. '
Subject: RE: Updated MST Presentation

Attachments: Exchange MST Activity Plan 20060120 v01.doc

SIS has "filled in" the blanks.

From: McDevitt, Steven
Sent: Monday, January 23, 2006 11:18 AM

- To: Borrego, Jaime; Reynolds, William D.; Crippen, Susan M.
Subject: Updated MST Presentation

i
¥
y
B

.Someone needs to fill in some of the blanksz~ - _ Ted

Steven McDevitt
Executive Office of the President
Office of Administration



Subject: Exchange MST Activity Plan
Date: Monday, November 28, 2005 (Updated Friday, January 20, 2006)

The following outlines the planned activities to recover Office of Vice President email from the target
period of September 30, 2003 to October 6, 2003:

1. Environment information gathering activities

a. In the lab environment, restore the -from backup tapes from

the target period. This will provide technical staff with an accurate configuration of the
server and Exchange environment for the target period. (Estimate: 2 days)

b. Perform a set of queries against this restored . This includes identifying
all registered Exchange servers, all user objects and associated components, and all user
mail stores and storage groups. This information will be used to determine which servers
need to be restored to recover .PST files, journal mailboxes and Exchange servers from
the target period. (Estimate: 1 day)

The environment information gathering activities were successfully completed. Asa
result, it was determined that the Exchange server used to support the OVP mailboxes
was " and the Journal Mailbox server that was used dunng the target
period was OVP_JOURNAL.

Note: At this point there are three paths that will be followed:
1. Recovery of servers that were used to store .PST files for the target period.
2. Recovery of the Exchange servers used as the journal mailbox servers for the target period.

3. Recovery of Exchange servers that contained the mailboxes of the components in questlon
for the target period.



Exchange MST Activity Plan

Friday, January 20, 2006

Page: 2

2. Identify and restore the servers that contain data from the target period.

a.

Identify and restore the servers that were used to store the .PST files (estimate 3 - 5 days
per server).

Identify and restore Exchange journal mailbox servers for appropriate component
(estimate 1 day per server).

Identify and restore Exchange servers for the appropriate component (estimate 5 to 10

days per server).

3. Step 1 — Recovery of .PST files that contain message data from the gaps identified.

a. Perform analysis on the .PST file to determine the components, users and the data.range.: . - .

of the messages.

If messages are found for the target component, users and dates, then further analysis is
required to determine if these .PST files were included in the search activities during the

target period.

If the .PST files are recovered for the entire target period, steps 2 and 3 may not be
necessary.

Analysis of the files contained on the file servers that were used to store .PST files during the
target period was performed and no messages were found that filled the gap of missing
messages for the target period.

(Draft) EOP-OA-OCIO - For Official Use Only
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Exchange MST Activity Plan

4. Step 2 — Recover messages from the journal mailboxes.
a. Initialize restored Exchange journal servers in lab environment.
b. Configure and verify Exchange server operation and connectivity.

c. Verify the existence of messages in the journal mailbox, and that the journal mailbox
contains messages for the target users / components for the target period.

d. If messages are found for the target period, create .PST files from the journal mailbox.
Further analysis is then required to determine if these messages were included in the
search activities during the target period.

e. If the journal mailbox messages are i'ecovered for the entire target period, step 3 may not
be necessary.

The server that contained the journal mailboxes for the target period was successfully restored::
This was from a backup that was performed on 10/21/2003. The journal mailboxes were
examined and no messages for the target period were present in the journal mailbox.

5. Step 3 — Recover messages from individual user mailboxes.

a. Once the restore of the Exchange servers is complete, verify the existence of the user
mailboxes.

b. Export mail messages from the all target user mailboxes. These user mailboxes should
contain all messages that existed in the mailbox at the time of the backup. This export
process would include the inbox, sent, and delete items folders as well as all personal
folders of the user.

The Exchange server that contained the OVP mailboxes for the target period was restored from
a backup that was performed on 10/21/2003. OA Human Resources produced a list of active
OVP staff for the target period. This list was reviewed and confirmed by OVP.

The Exchange server that contained the OVP mailboxes was restored. This was from a backup
that was performed on 10/21/2003. The email from the target period was extracted from each
of the 70 OVP mailboxes and copied to a .PST file.

(Draft) EOP-OA-OCIO - For Official Use Only
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aryMStem-RE:Folow-up . ___ e Paget

From: "Payton, Theresa M." <
To: "Sam Watkins"

SEEESNSEEEEENE- . 'Turley, F. Andrew’

>, "Medaglia, M. Elizabeth (Liz)"

"Reynolds, William D." < , "Crippen,
~ "Oprison, Christopher G."

- A

Date:  11/7/07 10:14:23 PM
Subject: RE: Follow-up
Sam, |
N

Just wanted to let you know that | received your note and we're having
discussions about when the next meeting will be.

Thanks for sending your questions and thoughts ahead of time so we can
review. The next time we get together, it would be good to discuss your '
note below along with the action plan and the RACI (Responsible,
Accountable, Consulted, Informed) model so we can assign tasks and

owners for the next steps. . j

Hope you are doing well and that everyone has a safe holiday on
Veterans' Day. Semper Fi.

Thanks,
TP

----- Original Message--—-

From: Sam Watkins

Sent: Tuesday, November 06, 2007 1:58 PM

To: Turley, F. Andrew; Medaglia, M. Elizabeth (Liz); Reynolds, William
. D.; Crippen, Susan M.; Payton, Theresa M.; Oprison, Christopher G.

Cc: GaryM Stern; Jason Baron; Nancy Smith

Subject: Follow-up

Theresa,

‘We missed you at last week's OA transition meeting with representatives
of the CFO's office held on October 31, 2007. We now have a better
understanding of the systems used by the office of the OA CFO, and what
Presidential records may be generated by those systems now that OAis a
PRA organization. We look forward to future meetings with
representatives of other elements of OA. We suggest that it would be
helpful, now that OA considers itself a Presidential component of the
EOP, if in the next meeting we had a general discussion of the functions
that OA uniquely performs for the President as opposed to OA's
monitoring or passing off on other agencies functions. This general
discussion would assist us in giving better advice as to which of the OA

IT systems are creating Presidential records.

We (Gary Stern, Jason Baron, Nancy Smith, and 1) were also afforded a
brief opportunity to view a paper copy of the 2005 spreadsheet or chart
(what has been referred to by some as the "2005 report") that first
raised concerns about the "message collection system." I refertoitas
a "message collection system" even though we all understand that it
hardly qualifies as a "system" by the usual IT definition.

Nevertheless, our brief review of the chart suggests a number of ideas
relating to how you might approach determining whether there is a
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clearance of the person who will be able to apply the new forensic tool
you have acquired).

1) On the chart, many files are identified as "issue" files, which | N

believe means the chart tool could not identify in which organizational

PST the file should be deposited. We recommend that you examine some of
these files to see if a closer look could determine what organizational
element was appropriate. . :

2) Specific days for certain organizations show no messages
collected/stored. We recommend that you run a search of the message
system for anything for those days in that organization. If such a

search produced a positive resuit, it would be a clear indication that

the original chart was flawed (unless the messages have somehow been
added since the original chart was run). :

3) As we mentioned when we last met with you on Oct. 11, 2007, you also
may be able to ascertain the meaning of the data elements in the chart

by examining the spreadsheet in electronic form (for metadata in the

form of formulas, comment fields, or other audit data on its creation

that might exist). For example, the chart has a column labeled
“expected" or "projected” number of messages for an organization for a
particular day. The spreadsheet formulas might reveal where this number
came from. Also, we will need some type of "expected numbers" with
‘which to compare the resuilts of your next chart generated with the new
tool.

4) We have also mentioned this before, but it bears repeating: you could
do some type of partial restore of messages from backup tapes, e.g., for
a one day or one week time period, to allow you to compare the results
against the chart. We are not suggesting initiating a full tape

restoration project, but rather taking a sample to ascertain the scope

of the problem.

5) Given that there appears to be a continuing level of confusion, or

loss of institutional memory, as to the origination of the 2005 chart

and its purpose, we agree with Chris's suggestion that it would be

useful for someone to contact the original authors/requestors of the
chart to ask questions about its nature and meaning, the methodology
used to produce it, the shortcomings or flaws you have noted, and
whether they prepared any additional or related documentation about the
issue (and if so, where is it filed).

I hope these ideas are helpful, and would be happy to assist in

following up or carrying out any of them. We look forward to continuing
with our OA meetings and assume that another meeting will be scheduled
soon. ,

Sam Watkins
Director, Product Management
National Archives & Records Administration

cC: "GaryM Stern" <N . ' )2<on Baron” R
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Summary of Jan 6, 2004, meeting with EOP re ECRMS at Archives IT

- Attendees: o ;

EOP:
Keith Regatts — Project Manager

‘Markus Most — OA Records Officer

Booz Allen (EOP contractor):

Jason Baron
Bob Spangler
Sam Watkins

Purpose: The EOP has contracted with BAH to gather requirements from stakeholders
and users for a new system to collect, preserve, and transfer to NARA, electronic
messages. The Electronic Communications Records Management System (ECRMS) will -
collect all forms of electronic messages and calendars. Instant messaging curreptly is not -
allowed in the EOP, but they expect it will be in the future, and ECRMS will be deSIgned
to collect those messages when enabled. The system will replace, expand, and enhance
the collection currently performed by ARMS, and will be fully compliant with 5015.2.

Several issues re segregation of data by Presxdentlal/Federal and by EOP organizational
element, dominated the meeting. EOP would like to implement ECRMS as a-“single
instance” storage system, rather than the current “bucket scheme,” which preserves one
instance of each message in every appropnate agency “bucket.” Each message collected
by ECRMS would appear only once in the entire system, but would be coded via -
database tables to identify what organization(s) sent and received the message. These
tables would make each message searchable by the orgamzatlon code.

EOP understands that it must transfer Presidential and Federal data to NARA separately
in order to accommodate NARA preservation processing requiremerits, and would build
that segregation into the export/transfer process. However, segregating the active data in
ECRMS, either by agency or by PRA/FRA, onto separate media within the system will
be very difficult. EOP would like a decision from NARA as to whether this is necessary.
In addition, we need to be able to tell EOP whether we need the output for transfer
separated simply by Presidential and Federal records, or if we require that the media for
each organizational element must be distinct, i.e. OMB, WHO, OA, etc. Jason’s
question: Is there value to being able to hold a tape in your hand and say “This is the
email of the White House Office, January, 2004.”? '
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All data in the current ARMS system will be migrated into the new system. EOP wanted
to know if we would prefer that data to be transferred to the new system with attachments
“hexified” as currently stored in ARMS, or if we would prefer them restored to the native
format. NARA agreed that we would prefer in native format, based upon our current
transfer guidance and search capabilities. _ - -

Some attachments in the new system will not be searchable by text for obvious reasons: .
there is no text associated with digital photos, audio, or video files. Virtually all textual
material in the system, either in the message or in attachments, will be searchable, if it is
in a standard format such as Word, WP, PDF, Excel, etc. : '

EOP will provide bulk email sampling capability in the system. The NARA team

- suggested two sampling modes we wouild like to see included: a fully automated,

- randomized sampling conducted without requiring user intervention by either NARA or

. EOP; and a manual, targeted capability, which could be invoked by NARA in response to
.-Special circumstances. EOP documented this as a NARA requirement.

. ﬁah .
EOP*ill include transfer testing as part of the acceptance of the system implementation;
They will generate test output for NARA, and we will review/process to verify the
acceptability of the output. S o

EOQP has been converting from Lotus Notes to Microsoft Xchange over the past two
years. They did not say how far along they were in the process, but my impression is that
they are nearing completion. Messages in Xchange are NOT being captured in ARMS
or any other system external to Xchange, nor do they have plans to capture them
prior to implementation of ECRMS. I do not believe that ECRMS can be
implemented in less than one year from today. The NARA team emphasized that
EOP was operating at risk by not capturing and storing messages outside the email
system. This came up at the very eénd of the meeting, and we need to explore this much
further in future meetings with the EOP team, although this is not a requirements issue
for ECRMS since it will include the ability to collect these messages.

" Schedule: They expect the requircmenfs and ;‘solution design” to be completed by the
end of May, 2004. Then they plan to compete a separate contract for development and
implementation, with work to begin irg late 2004.





