






OcI 3 Ð 2007

N'lr'. .lohn P. \\jlite rs. Directc,l'
Olllce ol-Nrtionirl Dnrg CrrntrcrI PoIic.,,

Erecutive Ollìc:e of the Presiclcllt
Wilsh i n,cto ¡r, DC 2 u-5 U3

Dear lr.lr'. W¿rlters:
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\\¡e looli
Lrurellce

\\'t-'lrlso t'etlttc'sl. f llr[ -t'o[t lr'Lr-rk intr'l u hether uil-r,c'lectrrrlic nllil recut'ds rrl-r,our t¡gL-r]c\j
llllrinlailled oll the \\rhite floLtse elutrilsYstellì \\'ere lrrst ot'alie.n:.rt.'d. ls hus l¡een s,it'lc-lt'
rc?ot'ted. ll-Federal rer'Llrds \\'erL" inrl-r'Lr¡.lc'r'l.r,dis¡losed ot, please. lìrnlish us u.ith a report
lus t'cr¡Lrilc-d ulltlcl jó C.F.lì. s\ lllS.l[l] (copv c-ilclosed¡. \\;e hrtj u.rjtten to O¡\
cottcc'ntìttg thjs ¡nul.tel'r:n ltll-1,6, lQ|l7 (cop),t.r:closedJ. I-lo1'er.er. Lrec;.rr¡se O,.\ llo lo¡gc.r.
hutldlcs fecLllds tìlaníìgenrent unLlc'r the FIL{ lcrr the Federll agcncies u itllin EOP, r,ou¡
agencv j5 ¡1srn'dircctl-l,responsiblc lbrles¡lonclirrg to NAILA. on [his r]l¿rtter.

frrnvard to u'olking u'ith ¡'ou. lf 1,ou har,e a¡lv cprestions, pleasc crrutncI
Breu,er, Director, Lil'e C¡,cle N{rnagenrenl Division. atflf or-al

S inc..rel),,

N,IICFIAEL.I. I(URTZ
Assistant Al'chivist for
Rccorcls Sen,ices - Wasl:ington, D.C.

Euclosures
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l-larvkins

Ollcial file - NWML , 
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Reacling file - NWIT4L /
Reading trle - NW
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i_ìar11 \Aratkins.- Fwd: Followup to meetinq of 1O/1 11ZOO7 û... ,. .

-__..... .. ... j -s-

From:
To:
Date:
Subject:

National A¡q[lues & Records Administration

rygllq!4{Ichives & Records Administration

CC: Baron, Jason; Spangler, Robert

Sam Watkins
Fawcett, Sharon; KrV,-Michael; Morphy, Martha; Smith, Nancy; Stern, GaryM
Mon, Oct 22,2007 11:58 AM
Fwd: Followup to meeting of 10111\ZOO7

Here's what I sent to Theresa Payton as followup to the "whiteboard" meeting on the missing email issue.
Just trying to keep everyone posted. please "hold close,,' per request of Eop. Thanks

Sam Watkins
Director, Product Management

>>> Sam Watkins 10119107 9:4S pM >>>
Theresa,

We wanted to thank you for the "whiteboard" session we had last week in which you explained someaspects of the methodglogy and history of collecting emails within the Eop in the current actminístration.
Bob, Jason, and I certainly have a bettêr understan-ding of how the process n"r *óiL"o, and what
additional q9¡t1ols you have put-in place ín the past twõ years, even if you *éiã not 1,ãi in the position to
shäre with NARA any real specifics on the nature and siope of the atlégeo wH mlséini emait problem.

wg."tP certainly willing to participate in the analysis of the data related to the ,'missing 
emails,,, but we are

still trying to.figure out how w.e can help without ãri understanding of what the ',ioôs rãport" sáys.obviously,lhe report must give some indication that there waè a-problem, or we would not be in thissituation. As we stated in ourmeeting last week, we would like to be able to review ihà report, preferably
in its original electronic spreadsheet formal. along with any related documentatioñ Vò, n"u" been able touncover, so that we can better understand the nature of th-e problem. Then, wnen'yownave completedthe new counts of the PSTs, we would be able to compare tÉe original results to trre nèw results.

BTW, has the clearance process completed? Have you been able to finish work on the new tool and start
the counting and analysis process again?

I understand that you have been on leave this week, and I hope you enjoyed some time off, please let meknow when and how we can review the 2005 report & anything ,él"t"o to ¡t.

Thanks again.

Sam Watkins
Director, Product Management
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From: CriPPen, Susan M.

Sent MondaY, January 23,20061:19 PM

To: McDevitt, Steven; Bonego, Jaime

Cc: Reynolds, William D.

Subiect: RE: Updated MST Presentation

Attachments: Exchange MST Activity Plan 20060120 v01'doc

SIS has'filled in'the blanks.

From: McDevitt, Steven
Sen& MondaY, January 23,2æ611:18 AM

To: Bonego, Jaime; ReynoHs, William D.; Crippen, Susan M.

SubJecü UPdated MST Presentation

,FgnÊone needs to fill in some of lhe-blaoksr-r :
'.1': - 'j:ì'.-"-l-l:ì : ; i

Steven McDevitt
Executive Office of the President
Ofüce of Administration



SubjecÍ Exchange MST Activity Plan

Date: Monday, November 28,2005 (Updated Friday, January 20,2006)

The following outlines the planned activities to recover Office of Vice President email ûom the target

period of September 30, 2003 to October 6,2003:

1. Environment information gathering activities

a. In the lab environme,lrt restore the backup tapes from
the target period. This will provide technical staffwith an accurate configuration ofthe
sen/er and Exchange environme¡rt for the target period. (Estimate: 2 dap)

b. Perform a set ofqueries against this restored This includes identi$ing
atl registered Exchange seryers, all user objects and associated compone,nts, and all user

mail stores and storage groups. This information will be used to determine which servers¡

need to be restored to recover .PST files, journal mailboxes and Exchange se,rr¡ers from
the target period.(Estimate: I day)

The environme,lrt information gathering activities were sucoessfirlly completed. As a
result, it was determined that the Exchange sen¡erused to support the OVP mailboxes

' and the Journal Mailbox server that was used &ring the target

period was OVP_JOURNAL.

Note: At this point there are three paths that will be followed:

1. Recovery of se,lr¡ers that were used to store .PST files for the target period.

2. Recovery of the Exchange servers used as the journal mailbox sewem for the target period.

3. Recovery of Exchange servers that contained the mailboxes of the componetrts in question

for the target period.



Exchange MST Activity Plan
Friday, January 20,2006

Page:2

2. Identiff and restore the serr¡ers that contain data from the target period.

a. Identi$ and restore the sen¡ers that were used to store the.PST files (estimate 3 - 5 days
per se,lner).

b. Idørtiff and restore Exchange joumal mailbox servers for appropriate component
(estimate I day per seruer).

c. Ide,ntiS and restore Exchange servers for the appropriate compone,nt (estimate 5 to l0
days per server).

3. Step I - Recovery of .PST files that contain message data from the gaps identified.

.,-ìi,..i.,-...... a. Perforrrrarlalysiso-nthe.PSTfiletodeterminethecomponents;usersand-thedata.range.i.-.
ofthe messages.

b. If messages are found for the target component, users and dates, then further analysis is
required to determine if these .PST files were included in the search activities during the
target period.

c. If the .PST files are recovered for the entire target perio{ steps 2 and 3 may not be
necessafy.

Analysis of the files contained on the file serveß that were used to store .PST files during the
targetperiod was perforrred and no messages were found that filled the gap of missing
messages for the target period.

(Draft) EOP-OA-OCIO - For Official Use Only
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4. Step 2 - Recover messages from the journal mailboxes.

a. Initialize restored Exchange journal serven¡ in lab environment.

b. Configure and veriff Exchange server operation and connectivity.

c. V€riry the existence of messages in the joumal mailbox, and that the journal mailbox

contains niessages for the target users / compone,lrts for the taryetperiod.

d. If messages are found for the target period, qeate.PST files from the journal mailbox.

Fr¡rther analysis is then required to deternrine if these messages were included in the

search activities dtring ttre target period.

e. If the jounat mailbox messages a¡e recovered for the e,lrtire target period, step 3 may not

be necessarY.

Thesen.ç.r.that-containcd the jour.r¡almai,lboXes fo¡ th.e tar-get period was.suuscssfully restored,'

This was from a backup that was performed on10/2112003. The journal mailboxes were

examined and no messag€s for the target period were prese,lrt in the joumal mailbox.

5. Step 3 - Recover messages from individual user mailboxes.

a. Once the restore of the Exchange seroeß is complete, v€riry the existe,lrce of the user

mailboxes.

b. Export mail messages from the att target user mailboxes. These user mailboxes should

contain all messages that existed in the mailbox at the time of the backup. This export

process would include the inbox, sent, and delete items folders as well as all personal

folders of the user.

The Exchange server that contained the OVP mailboxes for the target period was restored from

a backup that was performed onl0l2ll2003. OA Hr¡man Resources produced a list of active

OVP stafffor the target period. This list was reviewed and confirmed by OVP.

The Exchange server that contained the OVP mailboxes was restored. This was from a backup

that was performed on lO/2112003. The email from the target period was exhacted from each

of the 70 OVP mailboxes and copied to a -PST file.

(Draft) EOP-OA-OCIO - For Official Use Only



iaryM Stern - RE: Follow-uP

From:
To:

Date:
Subject:

"Payton, Theresa M." <'

"sãm wãtr¡ns' 

-,.;ill.r, 

F. Andrew"

"ReYnolds, William D." <

"OPrison, ChristoPher G."

r-'9-''-11nß710:14:23 PM

RE: FoÍlow-up

Sam, ,r--_^,__L r

Jùst wanteO to let you know that I received y.our note and we're having

discussions about when the next meeting will be'

Thanks for sending your questions and thoughts ahead of time so we can.

i"u¡àù. The next time we'get together, it would be good to discuss your

noiã6"fo* 
"tong 

w¡h the ãction ptan and the RACI (Responsible,

Äãtãrñtã¡e,'Coîsulted, lnformeb) modelso we can assign tasks and

owners for the next stePs.

Hope you are doing well and that everyone has a safe holiday on

Veterans' DaY. SemPer Fi.

Thanks,
TP

---ôriginal Message---
rrom'õåmwatkinð-
Sent Tuesday, November06,2007 1:58 PM

iã, irrl.i', F. Ándrew; Medaglia,lr4' Elizabeth (Liz); Reynolds',William

ol cñöóáit, susan M.; Paytoî, Theresa M'; Oprison' christopher G'

Có: CãrVn¿ Stern;Jason Baron; Nancy Smith

Subject Follow-uP

Theresa,

.we missed you at last week's oA transition meeting with representatives

åiin" cro,é office held on october 31,2007. we now have a better

,nä"rrt"no¡ng of the iystems used bythe ofüce of the oA cFo, and what

Ëi"rioãnti"l ré-cords mäy oe generatedty those systems,now that oA is a

þRA ;ñ¡="î¡on. We look fórward to future meetings w*h

,eoreseîtat¡ves of other elements of OA. We suggest that it would be

;ädilffi tnãiOn considers itself a Presidential component of the

EôÞ, ¡f in the next meeting we had a general discussion of the functions

tn"iön rn¡qrely performJfor the President as opposed to OA's

üõ.itór¡.g or pási¡ng o1¡ on other agencies functions. This general

äir.rri¡oñ woulO así¡st us in giving-better advice as to which of the OA

lT systems are creating Presidential records'

WelGarvStern,JasonBaron,NancySmith,and|)werea|soaffordeda
;;¡;ìõärdn¡ty to view a paper copy of.the 2005 sprea_dsheet or chart

i*ñåiñãr Oãáf referred to by some as the '2005 report'')lha-t first

iá¡iàO concerns about the "message collection System'" I refer.to it as

" 
;rãriágã-coilection system" even though we all understand that it

ñrrOly quãl¡nes as a "system" by tfre usua.l lT definition'

ñ;;hh;t"as, our brieíreview of the chart suggests a. number of ideas

re|atingtohowyoumightapproachdeterminingwhetherthereisa

, "Crippen,

easeJ 
I

t'ct I ü tj



clearance of the person who wiil be abre to appry the new forensic tooryou have acquired).

1)on the chart, rnany fires are identified as,'issue,,fires, which | ,believe means the chart toor courd not identify in wnicn òriáÀizattonal
PST the file shourd be deposited. we recommend that yo'u examine some ofthese files to see if a closer rook courd determine wnat orgãn¡iationar
element was appropriate,

2),Specific days forcertain organizations show no messages
collected/stored. we recomrñend that you run a search oÌ the messagesystem for anythÌng for those days in thãt organization. rf such asearch produced a positive resuit, it wourd bé a crear inoicatión tnatthe original chart was frawed (untess the messages have somehow beenadded since the original chartwas run).

3) As we mentioned when we rast met with you on oct. 11,2oo7,you arsomay be abre to ascertain the meaning of thé data erementÅ i"thé ähãrt 
--

by examining the spreadsheet in ereõtronic form (for méiåãät" ln tn.
Ig,T o.r rormuras, comment t¡eros, òr ò*rér 

"ro¡t 
d"l" öñ,t, ãiËåt¡onthat might exist). For example, the chart has a corumn labeled"expected". or "projected" number or mãisages for an orgãñizãt¡on ror 

"particular day. The spreadsheet formulas rñight revealuinèiã tìri. numbercg19 from. Also, we will need some type of "ãxpected nurO"i",,*itf,which to compare the resurts of your nêiicr¡art junuràteJ w¡tñ tnu nu*tool.

4) we have also mentioned this before, but it bears repeating: you courddo some type of partial restore of mess'ages from 
'""ïrp 

iäËåJ, e.g., tora one day or one week time periocr, to ailów you to compire'the resurtsagainst the chart. We. are not suggesting iniiiating a fuiitapä 
-

restoration.project, but rather takin-g a sâmpte to ãscertain'the scopeof the problem.

5) Given that there appears to be a continuing level of confusion, orloss of institutionar memory, as to the origination of the 200s chartand_its purpose, we agree úith Chris,s iulgestion that it would beuseful for someone to contact the originaiàuthors/requéstõoãitn"
chart to ask questions about its naturé anJ mean¡ng, ihe methooòtogyused to produce ít, the shortcgTjngs or háws you hãve not"ï, ãñàwhether they prepared any additioñar or rãrated documentation about theissue (and if so, where is it titeO¡.

lhope these ideas are herpfur, and wourd be happy to assist infollowing^up or carrying oui any of them. we loói ?onvard io àontinuingwith our oA meetings and assume that ànother meetinf *irio. ,än"or¡uo
soon.

Sam Watkins
Director, Product Management
t'J"!qlq¡ 4lg¡jyer & Records Adm inistration

CC: "GaryM Stern" , "Jason Baron"

tì{tf íj35
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Sunrnrary ofJan 6,2004, meeiiugwith EOP re ECRMS at A¡chives II

Attendees:

EOP:
Keith Regatts - Project Manager
Markus Möst - OA Records Officer

Booz Allen (EOP contractor):

NAR/T:
Jason Baron
Bob Spangler
Sam Watkins

Pu¡pose: The EOP has contracted with BAH to gather requirements from stakeholders
and users for a new system to collect, preserre, and transfer to NARA, electonic
messages. The Electronic Communications Records Managerrent System (ECRMS) will
collect all forms of elecEonic messages and calendars. Instant messaging curreptlyis not
allowed in the EOP, but they expect it will be in the firture, and ECRMS wi'll be desigaed
to collect those messages when enabled. The system.will replace, expand and enhance
the collection currently performed by ARMS, and will be frrlly compliant with 5015.2.

Several issues re segregation of data by PresidentialÆederal, and by EOP organizational
element, dominated the meeting. EOP would like to implement ECRMS as a"'single
instance" storage system, rather than the current "bucket schemg" which preseryes one
instance of each message in every appiopriate agency "bucket." Each message collected
by ECRMS would appea¡ only once in the entire system, but would be coded via
database tables to idenri9 what organization(s) se¡t and received the message. These
tables would make each message searchable by the organization code.

EOP understands that it must tansferPresidential and Federal data to NARA separately
in order to accommodate'NARA preservation processing requiremerits, and would build
that segregation into the exporltransfer process. However, segregating the active data in
ECRMS, either by agency or byPRA/FRd ontÖ separate media within the systern will
be very difficult. EOP would like a decision from NARA as to whether this is necess4ry.
In addition, we need to be able to tell EOP whether we need the ouþut for transfer
separated simply by Presidential and Federal records, or if we require that the media for
each organizational element must be distinct, i;e. OMB, \ryHO, OA, etc. Jason's
question: Is there value to being able to hold a tape in your hand and say "This is the
enrail of the White House Office, January, 2004.*?

000û43
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All data in the current ARMS system will be migrated into the new system. EOp wanted
to know if we would prefer that data to be transfened to the nr* ryrtã* with attachments
"hexifted" as currently stored inARMS, or if we would prefer them restored to the native
format. NARA agreed that we would prefer in native format, based upon our current
transfer guidance and search capabilities. .

Some attaclunents in the new system will not be searchable by text for obvious reasons: .

there is no text associated with digital photos, aud.io, or video files. Virtually all textual
material 

in the system, either in the message or in attachments, will be sea¡chable, if it is
in a standard format such as Word, \ryp, pDF, Excel, etc.

EOP will provide bulk email sampling capability in the system. The NARA team
suggested two sampling modes we would like to see included: a firlly automated,
randomized sampling conducted w,ithout requiri'lg user inte¡ventioniy 

"itn"i 
Nane or

" EoP; and a manual, targeted capability, wtriðtr 
"Jt 

u be invoked by NÁne in response to
, special'cìrc_umstances. Eop documented this as a NARA requirement.

#r$r

Eop\¡ùill include transfer testilg as part of the acceptance of the system implementation.
They will generate test output for NARA, and we will revieØproãrg to veþ the
acceptability of the output.

EOP has been converting from I¡tus Notes to Microsoft Xchange over the past two
years. They did not say fo* E along they were in the pror"rr,lú my impïesr¡ott} trr"t
the¡r are nearing completion. Messages in xchange arõ ¡tor beÍng ó"pt,ir.a i;-¿itndj
or any other system external to Xchange, nor Oõ tney have phnJto ôapture themprior to Ímptementation of ECRMS. Ito not betÍevã thâr IicRMs cai be
implemented in less than one year from today. rne ¡veñJteailñdLa ,n",
EOP was operating at risk by not capturÍng ãnd sforing messages oritri¿u thé email
system. This came ug at the very ind ãf tne rieeting a¡¡dîe n"rd-to explore this much
further in future meetings wittr the EOP team, although this is not a requirements issue
for ECRMS since it will incrude the ability to collect-these rr€ssâges;

Sched-ule: They exp¡ct the requirements and "solution design" to be completed by the
end of Ma¡ 2004. Then theyplan to compete a separate coñnact for devålopment and
inrplementation, with work to begn in late ZOO4.

0 0 0 tl4,f




